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ABSTRACT

Sensors have varied constraints, which makes the network challenging for communicating with its peers. In this
paper, an extension to the security of physical layer of a predictive sensor network model using the ant system is pro-
posed. The Denial of Service (DoS) attack on sensor networks not only diminishes the network performance but also
affects the reliability of the information making detection of a DoS threat is more crucial than recovering from the
attack. Hence, in this paper, a novel approach in detecting the DoS attack is introduced and analyzed for a variety of
scenarios. The DoS attack is dependent on the vulnerabilities in each layer, with the physical layer being the lowest
layer and the first to be attacked by jammers. In this paper, the physical layer DoS attack is analyzed and a defense
mechanism is proposed. Classification of the jammer under various attack scenarios is formulated to predict the
genunity of the DoS attacks on the sensor nodes using receiver operating characteristics (ROC). This novel approach
helps in achieving maximum reliability on DoS claims improving the Quality of Service (QoS) of WSN. 
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1. INTRODUCTION

Sensor networks using distributed wireless technology are utilized in many applications, such as health monitoring
system, building or infrastructure access systems, disaster relief and tsunami warning systems. Some of these applica-
tions lack security due to resource constraints, thus, resulting in reduced Quality of Service (QoS). In resource con-
strained network such as WSN, traditional security schemes cannot be applied. Hence, need for new security measures
to maintain network functionality without sacrificing performance becomes a necessity. In this paper, different jamming
attack on WSN is considered, and a defense mechanism is proposed. 

In WSN, a multitude of wireless sensors are interconnected by means of RF communication links. The functionality
of the nodes in this application include sensing, collecting and distributing dynamic information within the network.
Energy usage is a key issue as the sensors are typically tiny and wireless with limited memory and functionality given
the fact that the batteries(y) have a limited power supply. Hence, difficulties arise during computation[2]. A network or
node can be affected by many kinds of DoS attacks including those, forcing nodes to be in idle or stand-by mode. This
affects the performance of the node and the network. In worst cases, the attacked node continues to communicate to its
neighbors and finally depletes all its power and declares itself dead, which reduces the networks coverage area. Hence,
WSN need to be adaptable with minimal wait period (network set up need to be modified). The communication links in
such an unpredictable environment (node failures) are kept functional by applying a robust routing algorithm. In this
paper a novel approach is proposed. The agents use the sensor node’s information to predict or anticipate jamming
attacks by using key performance parameters. 



One problem that all evolutionary algorithm suffer is finding a local solution instead of global. Optimality[3], find-
ing the solution with the best performance, and reachability[3], the global optimal instead of local optimal, are two
important factors in choosing an appropriate algorithm. The focus of this paper, is to detect a node under DoS attack and
upon detection to re-direct the message to its appropriate destination node. In Section 2 justification for using an ant
system and its impact on the sensor network is discussed. Section 3 discusses the different DoS attack in brief and a
detail analysis on the different kinds of jammer attack. In Section 4 detection of the jammer attack using an ant system
and its performance parameters is explained with mathematical illustrations and simulations described in Section 5 .
The paper concludes with the Section 6  discussing the conclusion and future work.

2. SWARM INTELLIGENCE AND ANT SYSTEM

An algorithm is selected based on the design constraint and the performance expected from the application. As each
approach possesses trade off, the main criteria in selecting an algorithm is the time and probability of obtaining an opti-
mal solution. For example, an evolutionary algorithm may not always provide the global solution. 

Swarm Intelligence, is an algorithm that models the collective behavior of social insects, namely the ants, bees,
birds, slime mould, etc. Ant system is one such evolution from the swarm intelligence forming an evolutionary algo-
rithm with unique characteristics such as robustness, distributed problem solving, versatility and de-centralization
approach. The ant system solves any complex convex optimization problem. It also adapts to the network with environ-
mental changes. The agents in the system communicate interactively either directly or indirectly in a distributed prob-
lem-solving manner. The agents move towards the optimal solution and communicate directly by sharing knowledge
with their neighbors. 

The initial set of agents traverse through the nodes in a random manner, and once they reach their destinations, they
deposit pheromone on trails as a means of communicating indirectly with the other ants. The amount of pheromone left
by the previous ant agents increases the probability that the same route is taken during the current iteration. Other per-
formance factors discussed in Section 3 also affect the probability of selecting a specific path or solution. Pheromone
evaporation over time plays an important role in preventing suboptimal solutions from dominating in the beginning. 

In the system, the agents minimize energy and keep track of network requirements. As the ant moves from node to
node, energy is lost through communication. The ant stops traversing a node once its energy is depleted. New paths are
set up to avoid the node so that communication continues without the degraded sensor. These agents ensure that the
optimal route to the destination using limited resources and also learning the network environment. Initially, the compu-
tational cost and time is high but this drops drastically once the agents learn the network and environment. 

A Tabu-list serves as memory tool listing the set of nodes that a single ant agent has visited. The ant’s goal is to visit
nodes in the network depending on the number of hops assigned by the user. Thus traversing all the nodes and depleting
all the energy at every node is avoided. In a given tour, a node is never re-visited. The pheromones on all the paths are
updated at the end of a tour. The pheromone deposition, tabu-list, and energy monitoring help this novel ant system
(AS) to obtain an optimal solution and adapt it as nodes degrade. 

2.1 Mathematical Approach Of the Ant System
The sensor network in this paper is assumed to have no cluster heads. Thus the sensor nodes need no authorization

to communicate with its peers. Eliminating cluster heads reduces the complex process of changing cluster heads as well
as additional functionality such as fusing the different member messages at the cluster head. The performance of the AS
is determined by the node spacing and 4 parameters: Q, , an arbitrary parameter, , trail memory,  , power applied to

the pheromones in probability function, and  , power of the distance in probability function. These AS parameters
control the performance of the ant system on a specified set of nodes. The sensor network is distributed in a 2D plane,

ρ α
β



with Euclidean distance  where i is the source node, j is the destination node, and (Xi,Yj) are

the cartesian coordinates of the node. The ant agents accumulate pheromones and dissipate energy as they traverse
through the nodes controlled by path probabilities. The pheromone is initialized and assigned value of 10. The phero-
mone is updated following each complete tour by, (AS - see [4, 5, 6, 8])

(1)

where Dt is the total distance travelled by ant agents during the current tour, i is the index for the source node with coor-
dinates (Xi,Yi), and j is the index for the destination node with coordinates (Xj,Yj). The transition probability between

nodes for a wireless network is computed from with its neighbors (agents) by means of pheromone deposition and tabu
list using

. (2)

The energy is dissipated from the sensor node after each ant passes through that node. Assumption is made that the
wireless nodes consumes more energy than of a wired network. Thus the distance is squared and the energy dissipated
for a wireless sensor node is given by,

(3)
The link budget k, is calculated with respect to the bluetooth protocol (i.e., where Ptx is the transmitted power, Gtx and

Grx are the antenna transmit and receiver gain, Lfs is the propagation loss and Prx is the receiver sensitivity. or 

 ) (4)
The node’s remaining energy is computed by

(5)
The agents avoid visiting nodes with depleted energy by determining alternative routes in the sensor network. Thus

the network remains partially functional even if some of the individual sensors fail. The tabu list supports energy usage
prediction and decisions concerning situation assessment. Transition probabilities assist in optimizing route selections.
The above features of the ant system coupled with application-specific performance parameters enhances the predictive
nature of sensor network as discussed in the future sections.

3. DENIAL OF SERVICE IN SENSOR NETWORK USING ANT SYSTEM

A Denial of Service (DoS) attack on a network is typically used by illegitimate users to reduce the capacity of the
network. Similarly, when the sensor network is encountered by a Denial of Service (DoS) attack, it reduces both the
functionality and the overall performance of the network. In crucial applications such as disaster relief, health monitor-
ing etc., reduced performance due to DoS will only make the network unfit for the application. Hence, detecting DoS
attacks and defending the network by taking the necessary countermeasures helps in maintaining or improving the per-
formance of the application. 
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3.1 Previous Work - Denial Of Service
Interception or compromise of the secure information by an enemy is an act that cannot be neglected. Hence, appro-

priate security measures need to be taken at every layer of a protocol design. Many attacks are caused by intruders who
have seldom or complete knowledge of the protocol. There has been research on the different kinds of possible DoS
attacks on sensor network. Wood et al in [ 9] had summarized different DoS attack and its effect on the sensor network.
Though no defense mechanism is proposed in this survey but different possibilities to reduce the attacks are given. In
the physical layer, using spread spectrum is often used to reduce jammer attacks. This paper concludes that due to the
limited resources code spread as used in mobile networks cannot be used in WSN.

In [ 13], mapping protocol for nodes that surround a jammer is proposed. Using this approach, the protocol creates
awareness in the neighboring nodes to detect a jamming attack using message diffusion. Also, in this paper single-chan-
nel wireless communication is assumed. It is simulated using GloMoSim simulator with different range of jamming
attack and neighboring nodes. The protocol was robust (message re-routed and only loses data in inactive nodes) to fail-
ure rates of 20-25% of mapping nodes from twelve neighboring nodes within communication range. 

In [ 10], sybil attack on a network and routing layer of WSN is analyzed. Here it is assumed that a sensor node com-
municates with its neighbors using half-duplex and single radio with various channels. The process of identifying sybil
attacks is based on radio resource testing. Legitimate neighboring nodes are allotted a single channel for identity. This
process of identifying a sybil attack cannot function if the spectrum is jammed. Hence, would lead to a false identifica-
tion of a sybil attack.

In [ 11], routing security in sensor network is analyzed and a countermeasure is proposed. Defense mechanism for
different DoS attacks such as spoofing, wormhole, sybil, selective forwarding etc., is given based on the assumption
that using radio frequencies alterations can be made to the data. Radio jamming using traditional methods in military
environments is summarized in [ 12]. 

In most of the previous work in DoS attack the transmission is either assumed secure or intruded only for injecting
wrong data. One of the major disadvantage of any network is becoming non functional or unable to communicate. This
is the most adverse attack a sensor network can encounter. This attack can account towards node’s inability to commu-
nicate inspite of enough resources. In this paper, an evolutionary algorithm helps in maintaining the performance of the
network by finding an alternative solution when a node is jammed by an intruder. 

3.2 DoS attack on Physical Layer 
Figure 1 gives a pictorial idea of the different types of attack that occur in every sensor network layer[ 9]. The

blocks that are shaded in stripes can be eliminated, as it primarily depends on the kind of protocol that is used for sensor
network. The hypothesis formulated in this paper can be extended to other layers too, which helps in optimizing cross-
layer Denial of Service attack[ 16]. Depending on the modulation scheme opted for the physical layer, jamming the
node from its peers varies.

For example, in [ 17] the modulation scheme for sensor network uses adaptive modulation technique in a rayleigh
fading channel. Thus jamming this network that uses DS/FH spread spectrum is not trivial. The characteristics of differ-
ent types of jammer has varied effects on the network performance, which is discussed in the following section.



  

Fig. 1.Denial of Service Attack on Sensor Network Layer

4.  JAMMER ATTACKS AND ITS CHARACTERISTICS

A jammer is a device which can partially or entirely disrupt a node’s signal, by increasing its power spectral density
(PSD). Jammer can never re-produce a signal nor can it pretend like a receiver node. The parameters such as signal
strength of a jammer, the location and the type influences the performance of the network and each jammer has different
effect on the node.

The application of spread spectrum (SS) techniques developed by the end of World War II. Using SS technique the
data is spread across the frequency spectrum making the signal resilient to jamming, noise and eavesdropping. There
are different types of SS such as Direct Sequence (DS), Frequency hopping (FH), Time hopping (TH) and hybrid. There
are both advantages and disadvantages associated with using SS in sensor networks. The advantages are 1. Ability to
alleviate multi-path interference, 2. Jamming attacks reduced, and 3. Less power spectral density. The disadvantages
are, 1. Bandwidth inefficiency, 2. Comples implementation, and 3. Computational cost.

Bluetooth[ 22] uses FHSS, which consumes more power as frequency hops needs to be synchronized. Whereas,
Zigbee[ 23] uses IEEE802.15.4 standard where DSSS with CSMA-CA is used. Of late Zigbee is being considered as a
wireless technology for wireless sensor networks as it consumes less power. 
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Fig. 2.Jammer Attack on Sensor Network
Figure 3 pictorially describes the jammer attack on sensor network. The network is not only disrupted by adversary

attacks but also the environment. Differentiating the attack from nature needs knowledge of the various attacks that can
be caused by an illegitimate user. Since an attack can completely eliminate a coverage area, and in applications where
network cannot be immediately updated, the network performance will be poor. Hence, study of different characteristics
of an attack keeps the attack attempts minimal as knowledge of the types of jammer helps in taking the appropriate
countermeasure. In this paper, its assumed that there are four different types of jammer[ 18], namely: single-tone jam-
mer, multiple tone jammer, pulsed-noise jammer and ELINT. 

4.1 Single-Tone Jammer[ 19]
A single-tone jammer’s frequency lies within the specified bandwidth of the signal being jammed. It targets any nar-

rowband communication. Since traditional wireless sensor network use narrowband technology[ 20]. This kind of jam-
mer tries to continuously jam the node within specified bandwidth, which might result in a dead link and diminishes the
node’s coverage.

4.2 Multiple-Tone Jammer
A jammer that can disrupt the signal of some or entire channel of a multiple channel receiver. This type of jamming

leads to a complete node failure, if the entire channel is compromised. The only time the node can recover is when the
jammer is turned off. Typically, an intruder plays it safe while jamming a node by occasionally turning off its radio.
Thus, make the neighboring node assume the node is not under attack but rather lost its energy and needs recuperation.
Hence, detections of a jammed node is very important. 

4.3 Pulsed-Noise Jammer [ 19]
A pulsed-noise jammer is a wideband jamming, which behaves like a pulsed signal by turning on and off perodi-

cally. The primary goal of this jammer, is to disrupt the spread spectrum communication by spreading the peak jamming
power during the “on” time. Two types of pulsed-noise jammers are considered, namely, slowly switching and fast
switching jammers. 
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4.4 ELINT 
ELINT is typically a passive system that tries to break down or analyze radar or communicatin TCF signals. They

may be integrated. In the following section, mathematical formulation based on the different types of jamming is
described with simulations. 

5. DETAILED APPROACH - MATHEMATICAL FORMULATION

The sensor network is built based on the following assumptions, such as, (1) All nodes are initialized with varied
energy level, thus giving each different capacity to transmit messages (2) Each node has varied threshold, therefore the
probability of all node failing in the same coverage is very low. (3) The number of hops taken by the agent is adjustable
i.e., it is user defined but it depends on the number of active nodes. (4) The source and destination nodes are user
defined, (5) Tolerance is set for every packet loss and successful packet delivery, beyond which, a node is penalized for
it’s behavior and (6) Sensor mobility is not considered, the links are heterogeneous, i.e., wireless or wired. The probabi-
listic approach of the ant system depends on the energy depletion and the percentage of false decision. The two factors
need to be minimal. 

The IEEE 802.11b standard has a Clear Channel Assessment (CCA) in DSSS protocol which checks whether WLAN
channel is free for transmitting. Using the same protocol in IEEE 802.14.5 will only jeopardize the performance of the
network. Hence detection of any attack is important while trying to secure the link from intruders. Hence a hypothesis is
formulated that helps in detecting whether the DoS claim is authentic. 

The jamming attack can be classified into four possible decisions namely, 
1. Sensor out of resources - is accepted, 
2. Sensor encounters a resource outage but falsely calls it a Jammer attack, 
3. DoS-Jammer attack is accepted. and 
4. DoS-Jammer attack is rejected and claimed as resource outage.
 The accuracy of the decision is specified in terms of the rate with which the system makes decision 2 and 3, which

are erroneous. The error described in 2 is referred to as False Rejection Rate (FRR). The error in 3 is the False Accep-
tance Rate (FAR). Genuine acceptance rate (GAR) is one other performance measure, where GAR = 1-FAR. These
quantities are specified in terms of conditional probabilities. In detection theory[ 25], FAR, FRR and GAR are com-
monly known as the false alarm rate, miss rate and detection rate.

The problem of Denial of Service using jamming attack in the physical layer of a wireless sensor network can be
formulated as a hypothesis testing problem where the two hypotheses are H0: The DoS claim is false and H1: The DoS

claim is genuine. This will be further explored in future work, the sensor nodes under different jamming attack and the
countermeasure is analyzed in this paper. 

Figure 3 provides a pictorial description of the algorithm used in sensor network. The network layer is given as input
to the algorithm, the location of the sensor and initial parameters for the ant system. The number of agents is propor-
tional to the number of sensors in the network. The ant agents are randomly placed on the sensors; not all sensor nodes
are assigned an agent.



Fig. 3.Flowchart - Predictive Sensor Network

 As discussed in the second section, the three key elements of the ant system play an important role in making the
network robust and de-centralized. The information on the resource availability at any node helps in predicting the link
for the agent’s next visit. The transition probability is the key factor for making decisions. Weights on each of the fac-
tors affects the movement of the ant agent in the network. Link factor is incorporated into the ant system. The transition
probability is given as 

(6)

where  is the given by the normalized value of Hop (Hij), Energy (Eij), Bit Error Rate (Bij), Signal to Noise ratio

(SNRij), Packet Delivery (Pdij) and Packet Loss (Plij) in [7].

 

In it ia l iz e  N etw o rk  &  

A ge nt  P a ram ete rs

i<  = #  Ite rat ion s

j<  =  h ops  (o r) 
D es t  no de  r ea c he d

M o ve a ge nt  t o  n ex t  no de
P re s e nc e  o f 

Ja m m er,  C o m put e P i j

Is  i t  th e D e s t  N o de

N o d e is  
pe na liz e d fo r t  s e c

C om p ute  P ij

No

No

Yes

Yes

No

U p d ate  T a bu -L is t ,  
C a l N / w  P e r for m an c e

No

Yes

E n d

Yes

In it ia l iz e  N etw o rk  &  

A ge nt  P a ram ete rs

i<  = #  Ite rat ion s

j<  =  h ops  (o r) 
D es t  no de  r ea c he d

M o ve a ge nt  t o  n ex t  no de
P re s e nc e  o f 

Ja m m er,  C o m put e P i j

Is  i t  th e D e s t  N o de

N o d e is  
pe na liz e d fo r t  s e c

C om p ute  P ij

No

No

Yes

Yes

No

U p d ate  T a bu -L is t ,  
C a l N / w  P e r for m an c e

No

Yes

E n d

Yes

Pij

ψij( )α ηij( )α⋅
· 1

Dij
-------

 
  2β

⋅

ψik( )α ηik( )α⋅ 1
Dik
--------

 
 

2β
⋅

k
∑

-------------------------------------------------------------------=

ηij

ij ij ij ij ij ij ijH E B SNR Pd Plη = ⋅ ⋅ ⋅ ⋅ ⋅



(7)
The normalized value is given by the difference between total and actual value of the performance parameters, which
helps in either minimizing or maximizing the output. This performance value helps in computing the transition proba-
bilities in a route while traversing the data set formed by the agents. The link being active or dead in a tour taken by an
agent is incorporated in the pheromone (8). Thus the trails formed by the ant agent is now dependent on the link factor.
The pheromone deposition is defined as 

(8)

The tabu list now consists of updated values of the energy available in the nodes for the particular sub-optimal route
with high reachability.
5.1 Result 

A sensor network with 16 nodes is considered in this simulation run with agents randomly placed on the nodes.
After converging, the ant agents adapt to the network using the knowledge acquired from their neighbors. The table
below illustrates scenarios using different types of jammer and the effectiveness of evolutionary algorithm in assessing
the performance of the network. The proposed detection and defense mechanism is simulated using Matlab 6.5 and
Simulink R14. The performance of the network can be evaluated based on varied Jamming to signal ratio (J/S), energy
to jamming density ratio, energy to noise density ratio, multi-path interference,

The parameters of ant system are assumed to be a = 4, b = 7, r= .7, Q = 9 and initial pheromone value, y as 10. The
number of agents employed in the network is 16, and the source and destination nodes were assumed constant. The sta-
bility of the algorithm is analyzed by iterating all scenarios for 100 runs. The actual hops is user defined which varies
depending on the problem assigned. The normalized value of hops is given as HopsNorm. The predicted energy and dis-

tance helps in making a decision whether the nodes in the current route is still capable of communicating with its peers
in the next iteration.

Table 1 shows the performance of the sensor network where single tone jammer is applied. Initially, the number of
jammed node in a period t seconds is 3. Hence, the number of nodes jammed is 3 out of 16 in the network. Similarly in
each case nodes are jammed for t seconds. Since single tone jammer affects only one carrier, and the modulation used
here is DS/FH, therefore the probability of finding the PN sequence by the jammer is low. The performance of the net-
work, based on the distance, energy depleted, percentage of packet loss and packet delivery for the worst case, when 12
nodes is 92.373, 50.0292, 0.3792 and 78.7423. Only 78% message delivery is due to the fact that in some of the itera-
tion its the destination node, which was jammed and hence it triggered increased packet loss rate.

 Table 2 shows the performance of the network when multiple tone jammer is applied. In this type of jammer, all the
carrier is jammed in a single node if its under attack. The node recovers from the attack only after t seconds, so the
chances of assuming the node has depleted its energy is a possibility. Since, ant agents uses memory tool the jamming
attack can be differentiated with sensor energy depletion. Tracking SNR and energy conserved from previous routes,

 Table 1.  Performance of Sensor Network -Single Tone Jammer 

# node 
jammed

Average 
Distance

Average 
Energy

Average 
Packet Loss

Average 
Packet 
Delivery

3 9.756 15.2038 0.038 97.349

6 24.205 23.3931 0.095 95.2798

9 35.3302 30.4269 0.3257 69.3568

12 92.373 50.0292 0.3792 78.7423

ψij t( ) ρ ψij t 1–( )( ) Q
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helps in detecting jamming attack. The number of node attacked by multiple tone jammer is 9 but the average distance
taken is only 20.203 with energy depletion of 42.482. 

 Table 2. Performance of Sensor Network -Multiple Tone Jammer

In Table 3 performance of the network when attacked by pulsed-noise jammer is shown. In this case, the number of
nodes under attack did not affect the network’s performance. As the duty cycle of this jammer increases it’s signal
strength only during the “on“ duration. Since the DS/FH modulation rarely falls in the duty cycle, even when 12 nodes
where under attack the network performance was fairly good as the average packet loss is 0.1307 with energy depletion
of only 31.92. As shown, the pulsed-noise jammer does not influence the performance of the network.

 Table 3. Performance of Sensor Network -Pulsed-Noise Jammer

Table 4 shows the network performance when ELINT jamming attacks the sensor network. Since ELINT can dis-
rupt the network based on the node’s signal detection. This type of jammer affects the network performance very
poorly. When 12 nodes are attacked by ELINT jammer, the packet loss is 92% whereas the successful packet delivery is
a low value of 0.34% when compared to the other jammers.

 Table 4. Performance of Sensor Network -ELINT Jammer

The influence of a jammer attack is primarily based on the type of jammer, which can be avoided by knowing the
characteristic and by predicting the attack. 

# node 
jammed

Average 
Distance

Average 
Energy

Average 
Packet Loss

Average 
Packet 
Delivery

3 4.937 3.329 0.013 99.230

6 5.920 7.2372 0.021 98.410

9 20.203 42.482 0.105 92.938

12 94.297 97.392 0.4128 60.239

# node 
jammed

Average 
Distance

Average 
Energy

Average 
Packet Loss

Average 
Packet 
Delivery

3 1.202 0.2569 0.0023 99.008

6 2.45 1.3981 0.0015 99.129

9 8.2093 7.4903 0.0293 98.2108

12 28.2928 31.920 0.1307 78.9812

# node 
jammed

Average 
Distance

Average 
Energy

Average 
Packet Loss

Average 
Packet 
Delivery

3 10.2921 20.948 0.173 82.1823

6 17.185 40.0862 0.298 73.976

9 40.4931 59.3495 0.5529 40.209

12 70.0383 90.893 0.9236 0.0034



6. CONCLUSION AND FUTURE WORK

This paper proposed a novel method of avoiding sensor network under jamming attack by using evolutionary algo-
rithm, the ant system. The performance parameters such as hops, energy, distance, packet loss, SNR, BER and packet
delivery influences the decision taken in anti-jamming techniques. The network under 75% ELINT jammer attack is
shown to be functional indicating the robustness of the Ant system. The four scenarios presented in the result section re-
emphasize the fact that a sensor network remains functional and assesses the situation under all critical conditions.

The sensor network considered in this paper is made simple with 16 nodes and ant agents. In future work, the data
collected by the sensor nodes is made as a dataset from which both an assessment and suggesting a plan based on the
situation could be predicted. Predicting the jammer attack such as ELINT could increase the network performance by
decreasing the packet loss. The formulation of DoS attack based on each layer can be combined to optimize the attacks
by using a simple optimization algorithm. A sensor network with predictive nature could be applied to many applica-
tions where decision plays an important role such as medical controller, military applications, traffic monitoring and
others. 
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